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TuANAIN 3 SIRULINVBITEULANTAUMNA AD
1) Tnslaudsmslusunsulaiauszasd (Malicious Code)
2) mmasnalsesulail (Fraud)
3) msweneuynIniiluduniesnenfiunesuestdu (intrusion)
AusiunsUasnd (Securty) Ao antuzdisianudasnde 13fna egluanuziilad]
Sunseuarldfumsilesfuanaesunensiiatulaesdavietadey
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fafuuazasloudeyamsaumeadulisontiuandunseegluaniueiiinuaonsyliay
NALAYAIINNED
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Security) %3 0AENTTUNITAIUAILTUAITIUINTANUIALLAZTLUUATTAUN AL TR VDY
ansgaLusn ¥ vunuuiAnausunsUaonfoTuun sounlanarailuuinsgiunisussiiiu
AusiuAIYeIsEULANsaLnATlFTun1ssensu naindsddnlunisafusuaiusiung
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asaumaiiduniudu Wy nsdauszanvesansauma nsinwimnuvasadslufuumnd g
Fowfudoya Amumileuisinuarusiuasasadouazinlld insfnwuafiuauaisiueg
Uaensouazildnalnvdnildlumssnwanudu

2) ANUAIENIN (Integrity)

ANUAIENTIN FB ANATUIU gndes uaglifidswlanyaen ansaumAIzIIAR2INAS
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HaNUTBRANANNINTEINITUT DML UNISALHUNTA L)
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YUADUNITAIFBUAMNTIUANEVDITONIILIS (Software Update)
Server luamgiiunwnneransnmualdssuuvyuanis  Windows Server 2016

duavsgneas FalusnsusulawTivauvewenikIFIINUTEN Microsoft iuneszuvesulall

=

granatitausulge Windows Miliaudasnsdeuasiiuadeegiane wesessuluswnsugulnily

©

auAn wazanansavesiun1siangdeya (Hack/Virus/Malware/Spyware/Ransomware)

o

1) adnUu Comand 3141881990930 AUNAIFII1 Windows update UaInm Enter @

A 20 -21

& 3

Windows

Server Manager  PowrerShel

ER Windows Server 2016

Search

Everywhere

TS U B

Windows Administrative
PowerShell Tools

o

Task Manager

e

Internet Explarer

'
v 1

AN 21 FUNAIEI97 Windows update

2) %1 Windows fanaviuade 1a5un1s Update a1gaualagdsinngnunaenening

22 waztunsauduneunisngiadeu Update

43



3) win1n Windows 83laildsunis Update aghagnaesasusingninvedining 23 &

Hawasyuuagaawnlumenis adndu Check for upate

Windows Update

@ Congratulations, you've just installed the newest

feature update.
We'll continue to check daily for newer updates.

See what's new in this update

Check for updates

AN 22 uangaa 1UzNsZUU Update vin9runiuund

5 Windows Update == -

1 [@ <« All Control Panel ltems » Windows Update v & [ search Control Panel El

Control Panel Home

Windows Update
Check for updates

nge settings _
You need to check for updates now
View istory
We couldn't check for updates for more than 30 days
Restore hidden updates ~

Check for updates

Most recent check for updates:  4/2/2019 at 4:14 PM
nstal 4/3/2019 2t 5:12 AM
For Windows only.

See also
Installed Updates

AN 23 wanSEnIUENSEUU Update RauUni

4) ndRneanUN Check for update ud3 Window 211115 Update lngagiluaudided
o A ‘:4' < & Y v o N o & v
WARIANIUZAININA 24 LTBLASAULADILUIINGUUNABMININGT 25 S NUULY

AdN Install updates
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5 Windows Update == -

1 [#8 <« Al Control Panel ftems » Windows Update v & ] [ search Control Panel o]

Control Panel Home

‘Windows Update
Check for updates
Change settings

View update history (_Zb

Checking for updates...
Restore hidden updates —

heck for updates:  4/2/2019 at 414 PM
installed: 4/3/2019 at 5:12 AM.
You receive updates: For Windows only.

See also
Installed Updates

dl U 1 dl o a ol A 1
AN 24 IRYNFNULNT update NINUAUUNANIULATDVUNY

Windows Update

[ ﬂ Download and install updates for your computer

22 important updates are 21 important updates selected,
available 194.7 MB
8 optional updates are available

Most recent check for updates: Today at 6:22 AM
Updates were installed: 10/5/2016 at 5:38 PM (Failed). View update history
You receive updates: For Windows only.

Get updates for other Microseft products. Find out mare

AN 25 19819318115 update NTIVNUINGITOANTUNNT
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o
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a A a Y 1
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Y
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Server lupauzyiuaunneAmansyniAIeelseuy  Firewall Ussan Software Ndnmsly
szuulfiinslagazgnasdidaldnunasniiat eniuiin1snaaeuseuunTe ANAILUTINTUR199 T
9xiin3Un  Firewall 9A5717 A9ULTFEN19MSI980UBEIALDIMAINITNAGBUTZUURS LA TN

Firewall Tu Server tuUaldauegluaniunisalunfviely

1) adndu Command 3181881998930

Windows
Powerhell

Task Manager

| Windows Server 2016

AN 26 uansiuvtsveasly command

[

2) AUNAEIIN Windows firewall a3nm Enter

Search
Everywhere

windows firewall |

i wall with Advanced

Windows
PowerShell

pr wall

=®, Allow an app through Windlows

po

Task Manager

Interet Explorer

AR 27 wanssiuvianisUeudaya Windows firewall

3) Wausnguiiae Windows firewall §auassuudensivaaunniatelaun Private

Network waz Public Network Tvislannuzila(lonaududiden) Tussnini 28
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@ Windows Firewall - | o e

Search Control Panel Lo |

-t |0« All Control Panel ltems » Windows Firewall v ¢ |

. . . ”
Control Panel Home Help protect your PC with Windows Firewall

‘Windows Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Firewall
&) Change notification settings l & Pprivate networks Connected (%)
&) Turn Windows Firewall on or
off Metworks at home or work where you know and trust the people and devices on the network

#) Restore defaults

a Windows Firewall state: On
| Ad d setti
L MeEed setlings Incoming connections: Block all connections to apps that are not on the
Treubleshoot my network list of allowed apps
Active private networks: 2 Network
Motification state: Do not notify me when Windows Firewall blocks
a new app
l @ Guestor public networks Connected @

MNetworks in public places such as airports or coffee shops

Windows Firewall state: On

Incaming connections: Block all connections to apps that are not an the
list of allowed apps

See also Active public networks: = Unidentified network
Action Center

Notification state: Do not notify me when Windows Firewall blocks
Network and Sharing Center 3 new app

'
=

AW 28 @nuy Firewall v83 Server NigniUaldaunuuni

4) widmn Windows firewall dilomoudund uanei1 Windows Firewall d¥gyvvsegn
Unl? 013a18lusunsuuisegnadnelguiluszuu winainnsiaminfne e
firewall LBYNN190191980UTTUULAM N TANAUAUNEIINNARBUTEUY Aedeeglu

AW 29

WP Windows Defender Firewall — o X
= « 4 @ > ControlPanel > Systemand Security > Windows Defender Firewall v & | Search Control Panel »
Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help to prevent hackers or malicious software from gaining access to your PC
Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall
Update your Firewall settings
) Change notification settings
&) Turn Windows Defender
Firewall on or off

& Restore defaults
) Advanced settings

Windows Defender Firewall is not using the

& Use recommended settings
recommended settings to protect your computer.

What are the recommended settings?

Troubleshoot my network . & Private networks Connected

Netwarks at home or work where you know and trust the people and devices on the network

Windows Defender Firewall state: off
Incoming connections: Block all connections to applications that are not on
the list of allowed applications
Active private networks: 2 | ORDPOM 2.4GHz
Notification state: Notify me when Windows Defender Firewall blocks a
new app
. e Guest or public networks Not connected
Seealsa
Security and Maintenance
Network and Sharing Centre
' '
=] . = a 1 v
U
AN 29 @nnue Firewall 989 Server ngnualyenu
Y

5) Funlunsal Firewall gndanisldanu

AANTIY Turn windows Firewall on or off. agUsngutiaedinIni 30
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< v 4 @ > Control Panel > System and Security » Windows Defender Firewall

Help protect your PC with Windows Defender Firey|

Contrel Panel Home

Windows Defender Firewall can help to prevent hackers or malicioy

Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall
| settings
o ificatipn settings

efender Firewall is not using the
recommended settings to protect your computer.

< ® Turn Windows Defender

Firewall on or off
G Restore defaults What are the recommended settings?
Q Advanced settings

Troubleshoot my network . g Private networks

Metworks at home or work where you know and trust the people ¢

Windows Defender Firewall state: Off
Incoming connections: Block all corl
the list of all

= £% A .
AN 30 LaRItNIsEeNmYAIUAN Firewall
6) AaNEeN Turmn on Windows Firewall vesnda wazadn OK gyl Firewall

Yo4LATDY Server Vauduund saniwd 31
" Customize Settings - [o =

© -1 ‘ﬁ« Windows Firewall » Customize Settings v c‘ [ search Control Panel 2]

Customize settings for each type of network
odify the firewall settings for each type of network that you use.

[ Notify me when Windows Firewall blocks a new zpp
€O Tum off Windows Fireel {not recommended)

Public network settings

® Turn on Windows Firewall

[IBlock all incoming connections, including those in the lst of allowed apps
[ Notify me when Windows Firewall blocks a new app

g’v © Turn off Windows Firewall (not recommended)

AN 31 LanasLaentun1saena Firewall
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Lo
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Server Tupmzasiinasanarlidsosdoyaiuay 1 adudtedliidunissuniuszuuluedos Server
wnifuluinsgnsdisesdoyausazafiinisdsiudoyassviaeies Server iWutiunamnn sils
,A394 Server autnasLareviinansEnUeUsE AN A mASIRUINYRY Server
2) mssufiunsdrsestoyamenies

Jumsdrseadeyanudwssgguarssuulunalanldndonis dnazviilunsd
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Aeuftaziimanaassdoindiszuulnalluedos Server iolvianunsadtoyadidausiuaiislndifes
HagthulfunnigalunsdszuuiAnauiianain

3) msadreinuanisdrsesdeyatuill

defimsfadeszuulmituan viefinandiu Server iwdadlmlidunluszuy Sufuagdosi

nsassudsestayatunnlyaidmsu Server fsnanilasianiy

JunaumsufuReulunisnsivdeussuudsesdaya

1) adndu Comand E UUFIYA1YDIROAIN NG 26

[

2) furid1dain Handy Backup u&ana Enter

Handy Backup ﬂ

— vs Firewall with Advanced

o Windows Firewall

=% Allow an app through Window:

A 32 sunusdlunisteuads Handy Backup

3) elusnsy Handy Backup U5INTuiasnuiuntinaowsniaslin1suansaniugnis

drsestoyammunlinaning 33
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(@) Movosoft Handy Backup 7.22.0 | 64-bit - m] X
File View Actions Service Language Help
2] B3 x|% & 7B ®) HandyBackup.net
Task name Action Next run time Progress Status

¥ Send'to Real2012 everyday [ Beckp 8873075 7 Backing up
* card monday Backup 8/12/201 0% Success
<#“" eoffice everyday Backup 8/9/2019 ... _ Success

STATUS:>12:40:06 - - Handy Backup 7.22.0.51 Built on Mar 11 2019 -----------

201 SESSIONSTARTED R

STA etailed log is available at <file://C\Users\lordp\AppDataiRoaming'Novesoft\Handy Backup 7\logs\D00DOD06.log>

STATUS:>12:40:06 Backup cperation started on 2019-08-08 12:40:02

STATUS:>12:40:07 Calculating data size...

STATUS:»12:40:07 About to copy 42390 files with approximate total size of 35.88 GB

STATUS:»12:40:07 Processing root directory "AMSOA"...

MW 33 fegranugn1sdsesioya

) D o v o & 1 a & 44' =
mnudrsesdeyanimualiinuasidigaegiend lorsuazidusuinsamunegnd

Fe (¥) widnnnisdsesdeyansiangeiitalensussiindesnedeiaiddunaiiuly (%% )
NFIegN T 33 aiiuinfinudisesdeyarianun 3 91U lnsnuwsnidsniunis

- ! o v v A g & ral ° v < P
uf 2 lWanunsadrsesteyalailiosannszuiunisaiaduuainisdrsesoyaidy 0% wanaind
AAnNAInaINNsEsesdeyatislusunsuaziandlonowduduny @i 3 anliun1sdnse

Seufey dauluimedwuansliiuindguassuudosndndilugseazideavesiudisesdeyad 3

d'n,ﬁmﬂ';mﬁﬂwmmnmmiﬂ
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@) Movoseft Handy Backup 7.22.0 64-bit - m| *

File View Actions Service Language Help

BremaXx|%i7 B¢

HandyBackup.net

Task name Action Next run time Progress Status

J Send to Real2012 everyday BRERUEI 8/9/2019 | ER Backing up
e W, Eaacn—
o eoffice everyday Backup 8/9/2019 0% Success

\AppData\Roaming\N \Handy Backup T\logs\00000008.log>
STATUS:>12:35:39 Ba 3
STATUS:>12:35:39 Cal
STATUS:>12:35:50 Ab

ed: 1
shed on 2019-08-05 12:35:50
us know about the issues, so we resolve them for you: http:// handybackup.net/s html?utm status= I#feedback
ESSION ENDED

STATUS:>12:35:30 Ba

P = ° 1y A
AINN 34 LLaﬂﬂi']EJaSLaﬂﬂﬂ]@\iﬂquaqiaﬂma%aWN{jﬂJ‘Vn

o

a

o 1 A = a A ° 9] = = ¢ a X
W'J'EJEJ'NGLUQ']WV] 34 L@J@ﬂaﬂsﬁaﬂquaqiaﬂsﬂaﬂaV}N{jQJJ'W'] QgﬂJi']EJ\T']ULWG‘]ﬂ']iﬂ,JV]LﬂﬂsUu

Y

AINBIFULIAIVDIIUAINEMILAALUNTI99A YA 1NN TUswAsHldaIus0eu
directory (foldenaindeyduadule luussindunsfiuaninadn Error > 12:35:50 Can’t get
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[ Movossft Handy Backup 7.220 | 64-bit - o ®
File View Actiens Senvice Languige Help
[ b= mpgx|%k|fB|& |®) HandyBackup.net

Task name

b Send 10 Renl2012 everyciay
% card magg

o piffica ¢ e Mew Task..
Duplicate

4 Backup

£andhy Backup T\logs\ (000008 log>

on 2019-08-05 123550

=, 50 we resalve them for yous bt fweohandybackupnel supporshbmiiutm stetue=crbcaiHesdbock

AWl 35 wansnsdalusungu Handy Backup vimsdnsesdeyausnmieainmsanaiidvuald
defquaszuuinsnsivasundlyszuuinietnonds udnudisosteyaldriiunaii

Avualidsosdnlud@luuds wivindesnsdsestoyaliinsuaumsenarfansadslilusunsy
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@ MNovesoft Handy Backup 7.22.0 | 64-bit

File View Actions Service Language Help

G P emp X %R 7RIS
Task name y

|» Sendto Real201)/) b

e.@ card monday
eoffice everyday

ARNUIN

= o ' dA a ggwoe v
2NN 36 memLmuﬂmaﬂaﬂwmiawaaﬂa

n3flAvINITasIIUdITeItayAULAL 1308a1mMAININTRAAAITEUULNILGAN 138l
sy Server lual - anunsavinlacall
ad Y ] v o Qan
BMsaatdisestayadnludalulusunsy Handy Backup

1) Click ﬁLLﬂUL&JH File waqtdan New Task

New Task Wizard - Step 1: Choose Task Type X

Welcome to Handy Backup New Task Wizard!

@ Handy Backup

v Files and folders
v E-mail messages

v Disk images Select atask type

v SQL databases @ Hackp!
(O Restore

O Syne

< Back Next > Cancel Help

WA 37 uanamtveidenanFile wae New Task ntuidean Backupkiy New Task

a v A a A A 1Y Y 1w o N
P ma 37 Tidenadnideniige Backup wa33gtdngnunasnanIny 38
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Q 1 What to back up Data added to the backup set
File Favorites
.yl C it [
7 omputer ndyBack p.net
% Task name ]
4" Send to Real 2 .
o card monday Selid an FTP connection, or click "Create a connection” to nf Settings X
jf:m Name Configuration | FTP configl |
C”"On
FTP < General proxy Advanced
Dick Clone 7
- Virtual Machine FTP server name or IP
STATUS:=17:04:2 EMail 2y s
STATUS:>17:042 | .| | Other O€rver N
STATUS:=17:04:d | Y FTP server user name
STATUS:=17:04:3 '
| FTP gerver user password
Remote dir | | |
FTP working directory path
Test connection
Cancel

AN 38 wanamthvedmiuidenyateyadunieiiagyinisdisesteys

3) Wawihgntvedmiuidienyadeyasiunianaziinisdisestoyannini 38 tieliigaua

Y Y

S¥UULARN Folder 138 File A0S

Tunsalvesszuuguteyavesnassiununmeomansaviivioyadsostilu Server figsing
weuaianuiiiiemuvasadoauasgiu fufulidenldusnsddlidiuszuuiaiotis
(FTP) wiledsliiddnanaTodns udaden create a connection uditlousisazidunlngusias Server
ziinssarn Folder waz File sasioluil Inglutes Server 1oildan ip address Fall

3.1) 92UV e-Office A1 ip address M@ 202.28.92.43 user backup password Dtplan123
3.2) szuunuszidou A1 ip address Ao 10.146.3.250 user backup password Dtplan123
3.3) SgUUaR f1 ip address Ad 10.146.20.12 user backup password Dtplan123
dletleudeyadunisioyaudindnlifaunuidenudrndniitu Add 99ntu Folder n3e
d Midenagluumngludesinudne Fduusiazey (Task) azanunsaiden Folder w3 File ldvane
sen1slididn Tvinnsiden Folder wag File Mnsemsiivsnglu Server fuvnaudandn Add 19

aglusenIu g lUiseye Welden Folder vise File IUATUANTIABINISUAIWIAGN YL OK
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https://www.thaicert.or.th/papers/technical/2012/pa2012te006.html)เพื่อส่งไฟล์ข้ามเครือข่าย%20%20โดย

Backup Task Properties

Choose backup data storage.

Name Backup Set Second Folder Backuptype Compress/Encrypt Scheduling Actions before/after

/% Computer ~
& Online Backup

#} Google Drive

£ Dropbox

& OneDrive

i OneDrive for Business

M Yandex Disk

4 BackBlaze

113 Mail.ru HotBox

# Mail.ru lceBox

€y Network

£ e

of® FTPS v

SRecycle.Bin
Spss
& _sfinnssmnat 4
U B _andwnuemdstdi 57 Tdud
back desktop38
back doc 60
back doc58
back download58
back sewiin 20 sa 60
BACKUP
E card
| 0

[ ) ] )

Destination: | D:\BACKUP\card

Free/Total disk space:

- @0

Cancel Apply

A 39 uanwmtinge Folder Uanennilddniudisesdaya

1 %4 o

Find next

Create folder

4) Weorrgniedmiuiden Folder 9anungUatgn1anagyinnisdrsestayananing 39

Y

Welvigguaszuuiian Folder AMaan1s n3ease Folder lnainlen1sadnylu Create

folder uaadan Folder Nasne Wsidontasauainan Apply wadatdanuinae Backup

Type

Backup Task Properties

@ Handy Backup
v Files and folders
v E-m s5ages
v Disk images
v SQL databases

Mame Backup Set Second Folder Backup type

Actions before/after
Specify backup\pe

O Full
®insrementa () Mixed incremental
(O Differential (O Mixed differential

[ Store versioned backup

Wersions rotation settings..

Comparison seftings

Compare files based on: File size, Modification time Change
Emor handling:

Stop on critical emors, ignore non-critical emors Change
(recommended)

Help

AN 40 uARIMTNTBYRNINYUYNNTAITRIURYATIADINS

5) eAdnn13e Backup Type #adlUsunIuazuanini1a9vesanyaen1sa1Testaya

HRINITAININT 40 TRNANADNNINUA 4 WUU LAKA

5.1) Full 1unsdrsesliidiamuanass

'
a

5.2) Incremental {unsdrsestoyalridnuateniadaladvintu

5.3) Mixed incremental 1Jun15d1584 LUV Incremental @duniu Full

5.4) Differential \Junisd1sestoyatamz File NTnsiUasuwUandluwintiu
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5.5) Mixed differential {un1sdrsestoyanuu Differential adufiuwuu Full

6) Wosnnszuugiudeyalu Server vasnngsiununnea1ansd 2 svuu svuuusnidu

[
LYY o

g1utoya SQL launguteyavssideuuazssuuilninenan Amunisdisestoyadly
LU Full mszyadeyaiinisidsuutasmasaat drunuud 2 Wunisiiulng
ona1sdn9ds Iunseuuivdauonans E-Office fatuisldnisdrsestoyauuy
Incremental ins1zdayaifufitiufinudrozlifimaasundasidlddosinaentdiomn
ynass iliusendanauazannistszanarares Server nglidndy edonisnis

A1399U8YauaIAAN ApplyLLaﬁﬂaﬂlﬂmMuﬁ Compress/Encrypt

Backup Task Properties x

Mame Backup Set Second Folder Backuptype Compress/Encrypt Scheduling Actions before/after

@ Handy Backup Uempress ihe backup. dafa j.savs shacs

33 all files i EL Zl s
v Files and folders Compress all files into a single ZIP se a temp folder

v E-mail messages Create a separate ZIP archive perfile

v Disk images
v SQL databases

[ Encrypt the backup data for security reasons

Password :

Confirm password :

Cancel Apply Help

AT 41 uansiy Compress/Encrypt tiawisviateyaidseald

kY

'
14 a o

7) Tuniinaefaldon Compress/Encrypt d@vsuidnsiadeyandisoliiioiiussauaiy

Y
Unansigveanisdrsestoya lnvanunsanazidennisiudadeya (Compress the backup
data to save space) ifialidoyadisesdvuinidnuszndallonitun1sdmiu unagld
nannnsludunsunisdsesdeyawardunaun1siaudeya usnantududiniitenty
nswnsaveya(Encrypt the backup data for security reasons)lngn1siazidnetoya
Y A o 1 oaw Sy v A A P Y N4 vy A 2 v a
Aosllsvanundauassuunslisnde Weadenldinavldvselilidubfenlaaiaudingn

Apply umadnlufng1ae Scheduling teivuamaantunisdisestoya

Backup Task Properties X

Name Backup Set Second Folder Backuptype Compress/Encrypt Scheduling  Actions before/after

[1Enabie scheduss

@Handy Backup Stat ;| 6/26/2019 O] [123538PM
¥ Files and folders ] Bepeat
v E-mail messages O Every day

+ Disk images @ On week days
+ SQL databases (O On month days
(O Custom period

[ Run the missed schedules

[ Launch by USB insettion
Run on logon
Run on logoff
[[] Run on lock this computar
] Run on unlock this computer

e ™

MWN 42 uanaitaemvuannsnadmivdisesdeya
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8) 1Wlaiingni19e Scheduling HBAMUANIIIIANEITRITBLAMININT 42 UAITE

¥ =

wuigguaszuvannsadenanuivesnsdrsesteyald lnunisadniden  Enable scheduler uén
Fon nanesiuflaginnisdisesdeya Repeat(vhen) udndn OK Tnedidadentwundail

8.1)  Every day Wﬁﬁegwmiﬁﬁaﬁayjammnmﬁﬁmum@ﬂ’i’u

8.2)  On week days ygmuandinivus wwzuiismuslunsasdunm

83)  On month days ¥@aunanfismun g iuiituuslulsasiioy

8.4)  Custom period yinnsdnsesdayanuigauassuuimunld

Backup Task Properties X

Mame Backup Set Second Folder Backuptype Compress/Encrypt Scheduiing Actions before/after

@ Handy Backup Browse

¥ Files and folders Wait for the program before proceeding
v E-mail messages
v Disk images

v SQL databases

[C]Run a program after unning the task

Browse
Wit for the program before finishing

. []5end an email notfication

When the operation finishes
When the operation firishes with an emor

Cancel Apply Help

AMNA 43 LIYLERIUINISLETUYeslUsWNTY Handy Backup
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Quick Link
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